ICMCis:

SAO CARLOS

Roteiro Configuracao do Eduroam

= (Cliente Android

Na maioria das versdes ndao é necessdrio alterar nenhuma configuragdo manualmente. Caso seja
necessario, mantenha pressionado sobre o SSID “eduroam” e escolha “editar” ou “modificar config. de

rede”.

Escolha como método EAP “TTLS” ou “PEAP” e como autenticacdo de fase 2 “MSCHAPv2”. Deixe as

opcoes de certificados nas configuracdes padrao.

(] % Sl m15hn

i) eduroam

Seguranca

802.1x EAP
Método EAP

TTLS

Autenticagao de fase de 2

MSCHAPV2

Certificado de CA

(Nao especificado) ”

Certificados de usuario

(Nao especificado) -

Conectar Cancelar

Insira o login de sua instituicdo (ex. 9999999@usp.br) e senha. No caso de usuarios da USP, este é
formado pelo “n2 USP” + “@usp.br”. Deixe o campo identidade an6nima em branco.

eduroam

Identidade

numero_USP@usp.br

Identidade anénima

D Exibir senha

Mostrar opgoes
avangadas

Conectar Cancelar
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SAO CARLOS

= (Cliente 10S

Selecione a rede com SSID “eduroam”.

Settings Wi-Fi
Airplane Mode YV OFF
ao
Bluetooth On Choose a Network...
.9 Cellular Data No SIM Sduroan: 8T ©
ﬁ PN RIS D eced Ask to Join Networks ) OFF
Do Not Disturb (=~ OFF Known networks will be joined automatically. If no

known networks are available, you will have to

manually select a network.
(&) Notifications

2 General

k) sounds

§d Brightness & Wallpaper
Picture Frame

I Privacy

& icloud

|} Mail, Contacts, Calendars
= Notes
(] Reminders

£ Messages

Insira o login de sua instituicdo (ex. 9999999@usp.br) e senha. No caso de usuarios da USP, este é
formado pelo “n2 USP” + “@usp.br”.

Joining “eduroam’...

Enter Password

999999999 @usp.br
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SAO CARLOS

Segdo Técnica
de Informética

Clique em “Aceitar” para aceitar o certificado.

m Certificate

% eduroam01.semfio.usp.br

AddTrust External CA Root

= Not Verified
Description Client Authentication
Expires 19/07/2017 20:59:59

More Details
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SAO CARLOS

= (Cliente Windows 7

Acesse o gerenciamento das redes sem fio do Windows. Clique em “Adicionar” para criar manualmente
a rede com SSID “eduroam”.

@ - ] » Control Panel » Network and Internet » Manage Wireless Networks

Manage wireless networks that use (Wireless Network Connection)

Windows tries to connect to these networks in the order listed below.

Add  Adapter properties  Profiletypes  Metwork and Sharing Center '3@

0 items

"o

<« - - .41 ¥ Control Panel ¢ Network and Intermet ¥ Manage Wirsless Netwarks -‘-
)
Manage wi

it »!! Manually connect to a wireless network

Windows tries §

Add i Adapter o How do you want to add a network? @

AL« Manually create a network profile

“=. This creates a new network profile or locates an existing network and saves a profile
} for the network on your computer, You need to know the network name (S5I0) and
security key (if applicable).

= Create an ad hoc netwaork
& This creates a temperary network for sharing files or an Internet connection

0 items

: -.'I’!lj
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SAO CARLOS
Seg¢do Técnica

Preencha as informacgdes conforme a figura abaixo.

Y/,

S
@

(=

7,

Enter information for the wireless network you want to add

N

) Netweork name: eduroam

Security type:

Encryption type: AES | -

Security Key: I | [Hide characters

[¥] Start this connection a:ﬂomatllca[ly

[T] Connect even if the network is not broadcasting
Warning: i you select this option, your computer's privacy might be at risk,

o

Successfully added eduroam

¢ + Change connection settings
| Open the connection properties so that _h:?i:n change the set'hngs
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Sec¢do Técnica

Clique na aba “Seguranca” e em “Configuracdes” do PEAP.

=

N/

X

)

Choose a network authentication method:

: 3 ) <

Remember my credentials for this connection each
time I'm logged on

Desmarque a op¢do “Validar o certificado do servidor” e clique em “Configurar”.

[7] Autoridade Certificadora Raiz Brasileira v2
Baltimore CyberTrust Root

[ | Do not prompt user to authorize new servers or trusted

o ]
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Desmarque a op¢do conforme a figura a seguir.

- : T
EAP MSCHAPYZ Properties [

When connecting:

EIE omatically use my Windows logon name and
password (and domain f any). :

De volta na tela da figura a seguir, clique em “ConfiguracGes avancadas”.

s B
eduroam Wirgless Network Properties &
Connection | Security
Sgcurity type: [wPazEnterprse -
Encryption type: [AES ot ]

Choose a network authentication method:
[Microsoft: Protected EAP (PEAP) ~|[ settings

[7] Remember my credentials for this connection each
time I'm logged on

(emimie | <=

o) (o

Marque a opc¢do “Especificar o modo de autenticacdo” e selecione “Autenticacdo de usudrio”. Em seguida,
cligue em “Salvar credenciais” e insira o login de sua instituicdo (ex. 9999999@usp.br) e senha. No caso de
usudrios da USP, este é formado pelo “n2 USP” + “@usp.br”.

Advanced settings _23 E
802. 1X settings | 802,11 settings
|¥] spedfy authentication mode:
[User authentication '] [ Save aedentials ]
|| Delete credentials for afl users
'Windows Security P——— ﬁ

Save credentials
Saving your credentials allows your computer to connect to the network
when you're not logged on (for example, to download updates),

| I " | 9999999 @ usp.br |
............l |

Co o)
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= (Cliente Ubuntu

Selecione a rede de SSID “eduroam” na lista de redes disponiveis.

ICMC-802-1X
ICMC-802-1X

ICMC-GUEST

USPNet

VPN Connections

Connect to Hidden Wireless Network...

Create New Wireless Network...

Caso as configuragGes corretas ndo sejam preenchidas, selecione-as conforme figura abaixo. Insira o
login de sua instituicdo (ex. 9999999@usp.br) e senha. No caso de usuarios da USP, este é formado
pelo “n2 USP” + “@usp.br”.

Wireless Network Authentication Required x
Authentication required by wireless network
Passwords or encryption keys are required to access the
wireless network 'edurcam’.

Wireless security: WPA & WPA2 Enterprise <
Authentication: Tunneled TLS

Anonymous identity;

CA certificate: (None)

Inner authentication:

Usemame:

Password: [ 131 1 1 117

Show password

Cancel
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SAO CARLOS

Clique em “Ignorar” na janela do certificado.

No Certificate Authority certificate chosen

Not using a Certificate Authority (CA) certificate can result in
connections to insecure, rogue wireless networks. Would

you like to choose a Certificate Authority certificate?

Don't warn me again

Ignore Choose CA Certificate
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= Cliente Mac

Insira a senha de seu usuario da maquina para modificar as configuragdes de rede.

Nome: |

Senha: [

Selecione a rede de SSID “eduroam” na lista de redes disponiveis.

Finder quivo Editar  Visuakzar & Janela B O ke 9D terl?50 MOCOVO Q IE

Desativar Wi-Fi

v W783646
CAEPsemfio

Gilberto's Wi-Fi Network
inovalab

PoP-SP

PROSEMFIO

PROSEMFIO PUBLIC O
USPnet_CCE

USPnet_STI

Conectar-se a Outra Rede
Criar Rede
Abrir as Preferéncias Rede
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Insira o login de sua instituicdo (ex. 9999999@usp.br) e senha. No caso de usuarios da USP, este é
formado pelo “n2 USP” + “@usp.br”.

N A rede Wi-Fi “edurcam” exige credencials

" empresarials WPA2,

Modo  Automitico
Nome de usulrio: 9999997 Gusp.br
Sanha sessnnns

Mostrar senha
o Memorizar esta rede
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